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Introduction

Today’s IT environments contain a proliferation of computing endpoints and application types. The increasing
adoption of web applications, software as a service and hosted applications is adding significant complexity to
existing legacy, clientserver and desktop application environments. IT must continue to support all application
environments and user scenarios, both new and old. To address today’s dynamic application delivery
challenges, IT needs a new integrated and innovative approach to application delivery and application
performance testing. Citrix Presentation Server and HP LoadRunner software provide this new approach—an
approach that streamlines application delivery for all Microsoft® Windows® applications, mitigates risk and
simplifies application performance validation—enabling IT fo need today’s stringent business requirements.

How does Citrix Presentation Server work?

In a traditional environment application thick-clients are installed locally on a client machine or accessed via a
browser running on a client machine. Communications take place directly over a network between the client on
the users’ machine and application servers located in a data center. Increasingly, data centers are located in
remote locations relative to the end-user. This traditional model requires significant network bandwidth, and
often impairs user productivity with slow application response times. This traditional model also has potential
security issues as business and application data is sent across the wire and then resides on the local desktop or
laptop.

Citrix Presentation Server solves these problems by centralizing applications and data in secure data cenfers.
Presentation Server virtualizes applications by separating where the application is used from where it runs. All
components of applications are installed, maintained and secured in the data center, while only screen displays,
keyboard entry and mouse movements traverse the network. IT consolidates application management centrally,
while enabling users the freedom to operate from any location, on any device, over any network. Citrix
Presentation Server is a complete application delivery system for Microsoft Windows applications that offers
both application virtualization and application streaming to enable the best access experience for any user, with
any device, working over any network. Presentation Server’s underlying intelligence automatically selects the
best delivery method for the user, the application and the location.

Performance validation and optimization

Like all application environments, Citrix Presentation Server implementations can benefit from performance
tuning in order to be configured effectively to meet expected loads with optimal performance. HP Software and
Citrix have joined together to provide a performance validation and optimization solution that leverages key
capabilities of HP LoadRunner 9.0 software for conducting performance testing in Citrix Presentation Server 4.5
environments. HP LoadRunner is an industry-standard load testing and performance validation solution that helps
in predicting system behavior and isolating potential performance bottlenecks. HP LoadRunner enables IT to
optimize the performance of Citrix Presentation Server before going into production.

This white paper provides information related to the performance validation and optimization lifecycle of Citrix
Presentation Server 4.5 environments. We will discuss all aspects of performance testing including best practices
for planning, setup, script development, scenario execution and result analysis unique to Citrix application
delivery infrastructure using HP LoadRunner 9.0 software.
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Planning an eftective load test for Citrix
Presentation Server 4.5 using HP LoadRunner
9.0 software

Planning is critical to all load testing projects. It is especially important during Citrix implementations due to the
complex nature of the interaction between HP LoadRunner and Citrix. Let's begin with a basic understanding of
how HP LoadRunner works with Citrix.

How does HP LoadRunner work with Citrix Presentation Server?

HP LoadRunner interacts with the application using virtual users (Vusers) to emulate reallife conditions; this is
achieved by recording the communication between the user and the server. Therefore, every recording can be
different depending on the environment (i.e. web servers, application server, database server or the presentation
server). If we take an example of a standard web server, the client communicates with the server using HTTP
calls. These calls are generated to the server embedded with the data that is needed to processes a request.
When the web server receives the request from the client, it takes the appropriate action by either processing the
request to search, update, etc. When the request is processed by the server, a response is sent back to the client
with an appropriate result for the original request.

Citrix Presentation Server delivers applications to users via Independent Computing Architecture (ICA), a
communication protocol develop by Citrix by which servers and client devices exchange data, and which
separates an application’s logic from its user interface. The ICA protocol encrypts and transports an
application’s screens from the server it is running onto the user’s client device, and returns the user’s input to the
application on the server. As an application runs on a server, Presentation Server intercepts the application’s
display data and uses the ICA protocol to send this data to the ICA client software running on the user’s device,
increasing application performance.

When HP LoadRunner records a Citrix script, it captures all key strokes, mouse clicks and other real interaction
along with the screen coordinates. The objects within the Citrix session are recorded in a form of bitmap in the
HP LoadRunner script. Citrix scripts also require synchronization between the client and application to ensure
that the user is not ahead of the actual request. For example, if the user is searching for an item they type in the
item number and press enter. This generates a request to the server. Before the user can move on to the next step
of the business process, however, they have to ensure that the appropriate search results were returned from the
server. Otherwise, the script will fail since the next step is not visible on the screen. This requires synchronization
to make sure that the expected results were returned from the server. Synchronization also helps when running
multiple users and the application under test is stressed, thereby yielding slow response. It ensures that the client
and the server are always in sync.



High level conceptual goals

Performance validation and optimization should always be started with high level conceptual goals. These goals
start with the understanding of what is expected from the application in the production environment with actual
users using the application. Conceptual goals help in determining more focused goals on a business process or
transaction level. Focused goals are translated into the actual business scenario, and then compared to the
results fo see if the expectations were successfully met.

Examples for the conceptual goals can be as follows:

Conceptual goals Focused goals

Customer search response time should be six seconds or
less during average hours, and 10 seconds maximum
during peak hours for 1000 concurrent users

Customer search functionality
should be fast enough

Confirm orders are created Reach 500 users to create orders during peak time of
under heavy load 8 am - noon and 3pm - 5pm

Identifying the business process to performance test

The critical part of planning the load test is to identify the business process or scenario to be tested that emulates
a realistic model of the production environment. This does not mean that all business processes or permutations
of the scenario should be included in the load test. The goal should be to take the triage approach instead of
the operational model to generate 80 percent of the load from 20 percent of the business processes or
scenarios. The triage approach is based on three basic criteria listed below.

Criteria Description

High usage Transactions that are used by a high number of users; for example, “Search Customers” is used by 1000 users compared to
“Print Invoices” which is used by five users in the back office simply printing invoices upon request.

High volume Business processes that generate a high number of transactions in terms of the total volume; the “Create Order” transaction
creates 10,000 orders per day for each site.

High risk These transactions are critical to the business and can have an adverse impact on day-to-day operations. When the shopping
cart functionality of the eCommerce website is unavailable or slow in response, it can have a direct effect on the business and
therefore the transaction is classified as a risk.

The triage approach helps in isolating important business process that should be included in the load test. Often
this information is gathered from various sources such as online production statistics, business teams,
experienced users, developers, system administrators and database administrators. The key is to assemble this
information in an organized form so that it can help determine what transactions should be included in the
scope of the project. There are many ways to organize the vast amount of planning information collected. The
“Performance validation scoping worksheet” illustrated below encapsulates the information gathering in a very
efficient manner.



Performance validation scoping worksheet

Business process Business risk Transaction Typical Peak Typical Peak
name (low, medium, complexity number of number of number of number
high) (low, medium users users transactions of transactions
or high) (per hour) (per hour) (per hour) (per hour)

Capturing user location distribution versus business process

Once the final list of business processes has been assembled using the performance validation scoping
worksheet and information is gathered from the appropriate resources, the next step is to determine the user’s
location distribution for each business process. This is critical if the user base is segregated across various
locations with each user base having its own critical function to perform within the application. As an example,
an organization can have [Site 1] as a “Sales/Distribution” center and [Site 2] as a “Manufacturing” center.
These two locations serve in their own capacity to fulfill the business function, and use the application
accordingly. [Site 1] will perform sales functions like creating sales orders, thus the business process used by
sales team members will greatly differentiate from someone using the application from the manufacturing group.
Documenting this type of user distribution information versus business process helps in generating appropriate
load from each site with the related business process for their function in the organization. This information can
be easily captured using the “User location distribution versus business process” template illustrated below.

User location distribution versus business process

Business process Boston New York Tokyo London
Create order 15 10 30
Create delivery list 5 3 8
Edit formula 10

Process plant order 5

Create packaging 5




Documenting user steps and data

Documenting user steps is an important part of planning. The goal at this stage is to capture actual user
behavior, and the flow of steps that need to be emulated for each business process. It is critical that the business
process steps resemble how the user will perform these functions in real life so that when the load test is
executed, it closely reflects the load that is generated on the application by the actual user in production.
Experienced users and/or subject matter experts (SME) are key resources that can provide significant input
related to the user steps. It is also a good practice to use screen recording utilities, such as Snaglt, to capture the
user interaction with the application. This is especially useful when an experienced user or the SME is walking
through the business process. The screen recording can be replayed back at a later stage to revisit, or
understand the business process flow, or to look at the data used. Additionally, it is also a good practice to
document the user steps, and the data input values as part of the planning phase. This can be achieved by
following the user steps template illustrated below.

Business process step-through click stream

Step Action type Step details

* User Launch Citrix ICA client

* Transaction Start [login] transaction

* User Enter user ID and password

* Transaction End [login] transaction

1 Transaction Start click [Create Order] transactions
2 User Click Create Order link

3 Transaction End click [Create Order] transactions

Data is an integral part of load testing an application under test—capturing the data values needed for the
business process is extremely vital to the success of the load testing effort. The data requirements for each
business process should be documented with information such as name of the value, type of the value and the
source. This can be easily attained by using the following template for each business process.

Data and parameterization details

# Parameter name Description Data source
1 User ID Login user name Contact DBA
2 Order No. Order number for search Create order

Transactions for user response time

HP LoadRunner transactions are inserted in the script to capture the response time for the specific action of the
user for a step or group of steps. During the execution, the transaction is started, followed by a user step(s), and
closed to determine the time it took to complete each step(s). The response time captured during the execution is
typically compared to the service level agreements (SLA) established during the planning phase. It is important
to note that the transactions and their respective SLAs should be documented before any script development or
load test execution is started to avoid any misrepresentations. This can be easily documented by using the
following template.

Transactions for user response time and service level agreement

Transaction name Description Threshold (SLA)

Login Login user to the application (sample) <=> 0 > A
Click Order link User clicks on the link to begin Create Order <=f> > A
Save order User clicks on the Save button to save the order <=0l> " > A




Documenting statistics for overall performance optimization

Performance optimization goals should be documented during the planning stage. This requires a team effort;
therefore it is important to engage key stakeholders to decide on a common goal for the statistical performance
optimization o be achieved. This process begins with determining the load that should be generated on the
application under test—like peak concurrent number of users, average volume per hour, and the total execution
time for the scenario. Service level agreements, or the transaction response time threshold established for the key
transactions by the business user, or SME should be included to demonstrate the correlation between the user
load, volume and response time. Documenting and establishing the threshold for the system resources
utilization—such as CPU utilization, disk /O, paging, memory consumption and network latency—is extremely
essential. These help in comparing the metrics captured during the test execution to the expected performance
threshold determined early in the project phase. The “Goals for application performance optimization” template
presented below will help in documenting these thresholds and SLAs for load testing projects.

Goals for application performance optimization

Workload Example Target

Peak concurrent user load 250 users # users

Peak transaction rate 1000 trans/hour # trans#/hour
Duration of peak load 2 hours # hours
End-user response times (90%) Example Target
Transaction#1 Threshold 6 secs # secs
Transaction#2 Threshold 6 secs # secs

Errors Example Target

Error tolerance 1 % (of errors) # % (of errors)
Transaction failure tolerance 1 % (failed) transaction) # % (failed) transaction)
Resource utilization Example Target
Network bandwidth threshold 40 Mbps # Mbps

CPU threshold 80 % #%

Memory consumption 90 % #%




Best practices for scripting on Citrix Presentation
Server 4.5 with HP LoadRunner 9.0 sottware

Scripting with Citrix Agent versus without Agent

HP LoadRunner 9.0 software allows script development with or without the Citrix Agent. There are many benefits
to using the Citrix Agent since it was developed as an add-on fo the existing HP LoadRunner protocol to provide
the following benefits:

* Ease of scripting by making the script more readable and intuitive. This is attained by adding object names to
the new function library developed for the Citrix protocol that is used with the Citrix Agent, i.e.
ctrx_obj_mouse_click()

* Provides detailed information on all objects recorded by using object names along with X,Y coordinates,
therefore making it easier for HP LoadRunner to find objects during replay

* Provides additional functionality for the “Right Click—Expand” option, allowing the script developer to use the
Tree view snapshot to add synchronization, text retrieval and verification functions

* Allows the visual display of the object within the snapshot to see what was selected during the recording,
which is known as the “Active Object Recognition” functionality

The benefits of using the Citrix Agent make it an obvious choice for any Citrix load testing effort as it reduces
script development time, provides more visibility info the objects, and offers additional functionality to ease the
after recording process for scripts. This white paper will now focus on examples and solutions that are available
with the Citrix Agent.’

Client and server setup for Citrix

Load generator and Virtual User Generator (VUGen) setup for Citrix

Citrix ICA client should be installed on the machine that is used for script development and on all the load
generators included in the load testing effort. If the Citrix client is not installed, then the VUGen machine will not
launch the ICA client, and similarly the script will fail on the load generator upon execution. The Citrix client can
be downloaded from the Citrix website at: http://www.citrix.com/clients.

Citrix Presentation Server configuration for load testing

Citrix Presentation Server must be configured to close the session when inactive or because of an unexpected
break in connectivity from the client. Terminating the session completely will ensure that a new clean session is
started each time the user fails or tries to reconnect to the server. If the setting to terminate the connection is not
enabled, the user will connect to the last session and be placed in the old workspace. This setting is critical to
successful playback of the script, and the Citrix administrator can change the setting on the server by using the
Citrix server console illustrated below.

Citrix Agent for HP LoadRunner can be installed from the “Additional Features” DVD provided with LoadRunner 9.0.

10
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Figure 1 Citrix server console
L
ICA files

There two ways that HP LoadRunner establishes a connection with the Citrix server during recording and
playback. The recording options of VUGen provide an option to enter the server/user details or use the Citrix
ICA to connect to the Citrix server. The ICA file contains configuration information for the application accessed
through the Citrix client; Citrix Administrators can provide the ICA file.

The ICA file should conform to the following format:

[WFClient]

Version=2

TepBrowserAddress=10.2.248.109

PersistentCachePath=C:\Documents and Settings\sunilk\Application Data\ICAClient\Cache

[ApplicationServers]

Team Status=

[Team Status]
Address=Team Status
InitialProgram=#Team Status
ClientAudio=On
AudioBandwidthLimit=2
Compress=On
TWIMode=On
DesiredHRES=800
DesiredVRES=600
DesiredColor=4
TransportDriver=TCP/IP
WinStationDriver=ICA 3.0
ScreenPercent=0
Username=administrator
Password=00054c3b122d 15

Domain=corpdev1

1



Synchronization

What is synchronization?

During the script execution it is important to synchronize the user steps with the application response to ensure
successful playback of the script. Synchronization allows the virtual user to wait for a certain event to occur
before moving onto the next step. This is especially useful when clicking on objects inside the window.
Synchronization in the script will make sure that a window or object is returned by the Citrix server, and
available for the user to execute the next step. For example, it is necessary to ensure that the “Create Customer”
form window appears on the screen before you can enter customer information.

Adding synchronization during recording

Synchronization can be added into the script during recording. It can be inserted for text on the screen or the
bitmap. The recording toolbar provides two buttons at the end. The first button allows the synchronization
function to be interested on the bitmap, and the second button for the text. Users can click on any of these
buttons depending on the type of synchronization needed, and then highlight the bitmap area or test on the
screen during the recording. This will insert a step (Tree view) or function (Script view) within the script that will
execute during the playback to ensure that the selected object appears on the screen before the virtual user can
move to the next step in the script.
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Figure 2 Shows the VUGen recording toolbar with the synchronization buttons
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Figure 3 Shows the synchronization step on the left with the bitmap snapshot in VUGen (Tree view)

Adding synchronization after recording
Synchronization can be added after the recording by going into the Tree view of the script and clicking on the
step with the object snapshot that needs to be synchronized. Once the snapshot is displayed, right-click on the

object and select the type of synchronization that needs to be inserted. There are two different options of

synchronization available in HP LoadRunner 9.0 software after the recording:

* Insert Sync on Text — waits until the specified text is displayed on the screen

* Insert Sync on Obiject Info — waits until an objects attributes have the specified values
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Adding logic to the synchronization

HP LoadRunner allows the user to add logic to the script programmatically by storing the return code of the
synchronization function info an integer variable declared within the script. The return code values are standard
Citrix values that can be found under the help section (i.e. “E_OK"). The example below provides a snapshot of
the code. The virtual user clicks on the button and waits for the bitmap synchronization. If the expected value
returns from the server, the script will continue to the next step. Otherwise, it will reset timeout and continue on
error value and move onto the next action. HP LoadRunner provides a powerful flexibility to make logical
decisions via coding within the script, and allows for the appropriate actions to be taken accordingly.

i?;HI’ Yirtual User Generator - [noname - Citrix_ICA]
! fle Edt Yew [nset Vuser Actions Jook Window Help
| J-|o-|[2 1 0satrecord b B 1 & | ald 51D | Tads |[Foow |y mee |[E]] (51 (3 (3 | wasnspshor onroe | g5 >
@ vuser_nil ?Ct 1on()
@ Action
int ¢ = 0:
@ vuser_end
{4 globalz h ctrx_sync_on_window("Web Tours - Hicrosoft Internet Explorer”™. ACTIVATE. -4, -4, 809, 609, "snapshotld", CTRI
Click on the button to display the "Security” lindow
ctrx_obj_mouse_click("<class=Intern=t Explorer Server »", 73. 233, LEFT_BUTTOH, 0., "VWVeb Tours - Microsoft Inte
lr_think_time(13):
ctry_set wvaiting time(300):; " In crease the timeout to 300
lr _continue on_error(l). - Enable "Continue on Error”
il rc = ctry¥_sync_on_ bltnap(la“ 120, 452, 373.
"8cc 358Carf1hct\lJ-n= c9d1303cbd47eds”,
CTRY_LAST); c on expected bitmap and store the results in rc
If turn "Continue on Error” off
'/ rmsat tinmeout ting and exit
1f {(rc l— E OK) {
lr_continue_on_error(0);
ctrz_set_waiting_time(180):
return 0
3
‘# Bitmap passed, reset setting and continue with the script execution
lr continue_on_error(l):
ctrE_set_wvaiting_ t1ne(l°C):
ctri_key("n", MODIF_ALT, “"snapshotl7", CTRX_LAST):
return 0;
i
4] | 2
[ Resisy Log | [8) RecodngLog | 4
o errors detectad

Figure 6 Citrix script with logical code added to perform certain functions depending on the return value
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Wildcard

Wildcards, or asterisks (*), can be used in defining window names. This is very useful when the window name

is dynamic and changes during the reply. Wildcards can be inserted at any location within the text string as a
prefix and/or suffix.

CTIoN)

ctrx_syncLon_windTw("* -

Hicrosoft Internet Explorer', ACTIVATE, -4, -4, 809, 609, "snapshotid", CTRE_LAST);

'l B | 1 L i 1

e PR | 1

Figure 7 Wildcards can be inserted as a prefix or suffix within the text string

|
Best practices for Citrix script development
Recording options

It is recommended that the recording options are set to default as these options remain the same for most Citrix

implementations. However, there are a few recording options listed below that should be taken into
consideration before recording the script.

* Windows sizing under the Configuration tab — the window sizing configuration should be identical to the

display setting that is used for the script recording machine (VUGen) and the load generator. This setting
enables HP LoadRunner to display the windows in the size selected from the dropdown menu.

Recording Options

T |
Ot Confiaurali
Genesal i S
Seripl Ciix Configuration Options: [ (15 [+ | '@iiSnap
Citriz
Configuration Property [ value ]
Recorder Encryption Level Use Server Default
Code Generation Size 800 x 600 -
- Login

—Window Size
Window Size specifies the window size in which applications run.

tLE

UseDefauts [[ 0K ]  concel |

Figure 8 Recording Options -> Configuration tab
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* Window name under Recorder tab — this option allows the script to be recorded with a pre-determined prefix
or suffix for the window name. This is especially useful when the window name returned by the Citrix server is
dynamic in nature. By using this option, an asterisk (*) can be inserted automatically by VUGen within each

function that uses the window name. This can be achieved manually when the need to add a prefix or suffix is
minimal.

* Save snapshot under Recorder tab - saving snapshot during recording is a good practice and should be

utilized whenever possible. This setting slows the recording process and allows the user to correlate the user
step within the script with the visual snapshot.

Recording Options

I

- General - Citiix: Recorder -
. ' Seript Citrix Recordes Options: 3| =
i Cikrin
. Configuration EtD ;
.- Code Generation ® use new window name as is
Lagin Q Use common prefix far new window names

O Use common suffix for new window names
[ save snapshots

—Window name

ELE

UseDefauts [[ 0K ] Cancel Hep |

Figure 9 Recording Options -> Recorder tab
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Using the keyboard versus a mouse

During script recording, HP LoadRunner captures mouse clicks and key strokes as they are emulated at the time
of playback to simulate users performing an action. The mouse clicks are recorded based on the object name
and the X,Y coordinates of the screen and accordingly, during the play back, HP LoadRunner sends instructions
to the Citrix server to emulate these mouse clicks based on the object name and the X,Y coordinate. The
emulation of the virtual user based on the X,Y coordinates can be unreliable and if the coordinates do not
match accurately, the script will fail.

The line of code provided in the example below shows a script trying to click on a Close button with 331 as an
X coordinate and 308 as a Y coordinate. If the parent window of the object containing the Close button
appears at a different location on the screen during the playback of the script, it will change the X,Y coordinate
of the Close button object itself. As a result of this change, the test will fail.

ctrx_obj_mouse_click ("<class=Button text=Close>", 331, 308,LEFT_BUTTON,O,CTRX_LAST);???

The solution is to use the keyboard instead of the mouse whenever possible during the recording. This avoids the
recording of X,Y screen coordinates in the script and sends the key strokes directly to the Citrix server. The code
in Figure 4 provides an example of how the key strokes are recorded in the script.

rg HP ¥irtual User Generator - [noname1 - Citrix_ICA]

i He Edt Wew Insert Wuser Actions Took Window Help

| o |@ i asatrecad b B 11 G| a1 SR § rests [Fooe [futee || 23 3| @sepshotontrer | (R
a8 P ST T 4 b x
@ vuzer_init 5 ] B hapge: wes 2 =
 Act ctxx_key("TAB KEY", 0, "snapshot26®, CTRX_LAST).
@ vuser_end ctryx_obj_mouse_click(”(class=Internset Explorer_TridentCmboB=x capture_line=6 Dep::regionSnapshot
9% globals h
ctrx_sync_on_obj_info{"WVeb Tours - Microsoft Internet Explorer=snapshot27", 339, 275, FOCUSED, "
ctrx_key( "DOUN_ARROW_KEY", 0, "snapshot28", CTRX_LAST);

ctrx_key("DOVN_ARROW_KEY", 0, "snapshot29", CTRE_LAST):

ctrx_key("DOVN_ARROW_KEY®, 0, “snapshot30", CTRX_LAST);

ctrx_key("ENTER_KEY". 0. “"snapshot3l". CTRE_LAST):

ctrx_key("TAB KEY", 0, "snapshot32", CTRE_LAST):

ctry¥_sync_on_obj_info{ "Web Tours - Microsoit Internet Ezxplorerssmapshot32". 6. 99. FOCUSED. °“TRU
ctrx_key("TAB KEV", 0, "snapshot33*, CTRX_LAST).

ctrx_sync_on_obj_info("Web Tours — Microsoft Internet Explorer=snapshot33", 339, 315, FOCUSED, *
ctrx_key("DOVH_ARROW_KEY", 0. “snapshot34", CTRE_LAST):

etrx_key("DOUN_ARROW_KEY", 0, "snapshot35", CTRE_LAST):

ctrx_key("DOVN_ARROW_KEV", 0, “"snapshot36', CTRE_LAST);
ctry kev(“DOYN ARROW KEY" 0 “=nanshotd7?". CTRE TAST):

Figure 10 VUGen displaying a Citrix script recorded using the keyboard instead of mouse clicks when possible
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Window resizing

It is recommended to not resize the window during recording although it is supported by HP LoadRunner. The
resizing changes the screen coordinates of the objects that are contained in the window. The window can be
resized after the recording by going info Tree view, selecting the appropriate step, right-clicking and selecting
Properties. The Properties window will be displayed with the width and height coordinates that can be changed
as needed.

X‘, HP ¥irtual User Generator - [noname1 - Citrix_ICA]

 Fle Edt Ylew Insert \Vuser Actions Tools lWindow Help
i | wo-|E 7 astatrecord > W 11 55| 24 1) 5] 5P T Tasks |@5apt||'::hee[||E§Z}]'§j5napshomnﬁrrur T

Action - Recording Snapshot
=] Action[) -~ v B e
4 ¥ Think Time - 20 (sec) [ﬁa WebTours
Bl-g1 Sync on Window “Web Tours - Microsoft Inteme
g1 Sync on Window "Internet Explorer”
-5, Syne On Obj Info [194,129]
F-&7 Sync On ObjInfo [346.199]
&8 Sync On Objinfo [121.127]

Internet Explorer

Content from the Web site ksted below i being
blocked by the Intemel Explorer Enhanced E

Securnty Confiour,

Sync on Window "Internet Explorer”

B, Syne On Obj Info [320,193] =™ Window name: [Intemet Explorer

g1 Sync onWindow "'Trusted sites” Ll
& &F Syne On Obj Info [318,124] Event name: |ACTIVATE ] |ploter's Enhanced Secuity Confiqural]
-8 Sync On Obj Infe [331.308] 2
B g;'i Sync onWindow "Web Tours - Microsoft Inte X Pasition: Izn2

o) ; : et

i o [ S
szl v lintranet, review help for
FH-E48, Sync On Obj Info [339,715) Width: I397 e st shm
#- @2 Sync On Obj Info [5.99]

g1 Sync onWindow Intemet Explorer Height E-l
%, Syne On Obj Info [195,136) e 1o the Trusted sites zone wil lower H
g1 Sync onWindow "Web Tours - Micrasoft Intes Bitmap file name: [sriapshotis Jis web site for all applications, includi
B2 Sync On Obj Info [6.99] .
@3 Sync On Obj Infe (78,80 ContirueDrnEror: [<Defauis |

« 19 Sunc On Obi Info [6.991 |

Tice View [ Thumbnaic ] e paaiees |

[») AepleyLog | [8) RecordingLog | [ |

Figure 11 VUGen displaying a Citrix script in Tree view with the Properties window of the Sync on Window step

Display settings and color resolution

The display setting of the load generators and the screen resolution should be exactly the same as when the
script was recorded. This is a common problem that occurs during the playback of Citrix scripts. The recording
resolution and playback resolution should always be identical for the successful playback of the script.
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Display Properties
Thames' Desktopl Screen Savesl Appearance  Settings I

4

Display:
[Default Monitar) on Vidware SYGA I

Screen resolution

Less J— More Low (3 bit

1024 by 768 pixels

Imubleshaot...l Advanced |

[ ok | camee | ey |

Figure 12 Display seftings

Recording a complete session (running a clean session)

When recording a script, always ensure to perform the complete business process from beginning to end. The
end should include the session clean up by logging out of the application. This will make sure that the session is
cleaned up upon exit, and all windows are closed. The start and end conditions should always be the same so
that the script can start where it ended.

Using various Action sections

Action sections of scripts should be utilized to separate the login from main business process, and end with
logout. Login should be recorded in the vuser_init () action, while the main business process or transaction is
recorded in one or multiple Action () sections. The logout should always be recorded in the vuser_end () section
of this script. It is a good practice to separate the main business process in small segments of multiple action
sections for the ease of maintaining and managing the script. Action sections should be renamed to the logical
name that corresponds to the business process for intuitiveness.

Timeout settings

Global timeout settings can be adjusted through the script Run-time Settings and Timing tab. Connect time
allows the user to wait idly after establishing the connection for the period specified. This setting should be left
to default unless the Citrix authentication is slow in response.

The waiting time setting applies globally to all synchronizations within the script and can be changed
programmatically by using the ctrx_set_waiting_time() function. Depending on the server response, the wait time
should be adjusted on an “as needed” basis.

The typing rate setting defines the delay for the virtual user between the key strokes, and is especially useful for
slowing the user interaction with the client or when working with limited bandwidth.
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Figure 13 Run-time Settings to adjust the timeout setting window

Continue on Error setting

The Continue on Error option allows the script or individual functions within the script to continue when the error
occurs or the synchronization fails. Continue on Error can be used for individual functions either by the Tree view
or by adding the Ir_continue_on_error() function prior to the synchronization function, allowing the virtual user to
continue when the specific steps fail while further action can be taken such as trapping the error or sending a
message to the log file for debugging purposes.

Action() STaFT TeCoraing your Sppecsuon (LR |
{

int rc = 0;

ctry_sync_on_window("# — NHicrosoft Internst Explorer”, ACTIVATE. -4. -4. 809. 609. "snapshotl4®, CTRX_LAS

# Click on the button to display the "Security" window
ctrx_obj_mouse_click("<class=Internet Explorer_Server »>", 73, 233. LEFT_BUTTON. 0. “Veb Tours - Microsoft

lr think_time(13):

ctry sat waiting time(300): -~ Increase the timeout to 300
[Ir_continue_on_error(l): -~ Enable "Continue on Error"

re = ctrx_sync_on bitmap(182, 120, 452, 373.
“8cc358c5706c804mac9d1303chb4 4746 ",
CTRX LAST). -~ Svnc on egpected bitmap and store the results in roc

* If the bitmap failed, turn "Continue on Error" off
S rasat timeout setting and exit

if {rc != E_OK) {

lr_continuse_on_error(0);

ctrx_set_waiting time{180);

return 0:

Bitmap passed, reset setting and continue with the script execution
1y _continue_on_error(0):
ctrx set_waiting_time(180);

ctrx_key{*n", HODIF_ALT, “"snapshotl?", CTRX_LAST):

return 0;

Figure 14 Shows Continue on Error manually inserted within the script for error handling
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Replay tips and tricks

Setting Think Time

Citrix virtual users work similarly to real users and as a result, the wait time between various steps is very
important. This allows the virtual user to wait for the server response, and then move onto the next step. Thus, the
Think Time plays a critical role in stabilizing the communication between the client and server. Think Time should
always be enabled in order for the user to successfully complete the playback. It allows the virtual user to receive
the response from the server, and complete the screen rendering before moving on the next step. The Think Time
in the script should always be comparable to the real user. HP LoadRunner provides a Run-time setting to
randomize the Think Time, which applies to the virtual users and affects all Think Time within the script.
Depending on the goals of the load test and the real world condition of how the user interacts with the system,
this setting should be typically set to 100-150 percent. Ignoring Think Time can have an adverse affect on the
script and the application, and more then likely the virtual users will fail under load.

2 HP virtual User Generator [Test3 - Citrix_ICA]

b d v |l ! osatrecod » m 1 G| oala) BB | Tesks [[T5om |y tes || 2 T3 3 | sgsnapshot on envor
e i Run-time Settings
— ~ Generat Thirk Tme
Fun Logic Thirk, Time oplions
Pacon € gnore think time
& Replay think time
€ As recorded

Addiional attibutes
Miscellaneous

Metwark € Mulliply recorded think time by F____Eﬂ
Speed Simulation
Caris & [Usg random peicentage of recorded think ime]

Configuiation Min:[50 =% Mag:[150 Hx

Timing
l‘mmmmh 3 seconds

ba202bf 784!

: napshotl”
Hint P

Move the mouse over any item to see its descphion,

For Help, press F1,

start| [ @ | (3) Yepbtdidemo | 31 1# Losdaunner software... | [] HP Virtual User Gener... TR B 1A

Figure 15 Shows Think Time randomization option from the Run-time Settings tab
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Generate Snapshot on Error

Snapshot on Error is a very useful tool that helps in debugging the scripts or identifying a point of failure when
the virtual user fails during the execution. The Generate Snapshot on Error option for the script can be enabled
through the Run-time Settings and Miscellaneous tab. During the execution, if the user fails, HP LoadRunner will
capture the screen snapshot and store it in the data folder of the script or the virtual user if running a scenario.
The snapshot can be accessed by going into Output Log, and by clicking on the Camera button at the point of
failure. It is a good practice to enable Generate Snapshot on Error for a few users in the scenario to avoid
overhead on the load generator. It is also a very useful tool for debugging the script in VUGen during script
development.

3; HP Virtual User Generator - [Test3 - Citrik_ICA]
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ib X

‘.'.‘"."." i ) - |~ =
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Enor H
™ Contirwe on ermor
™ Eail open ansactions on b_enor_message "
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Multihreadng -

" Run Vuser a¢ a process =
& Run Yuser as a thiead

Automalic T

| 1 M Define each aclion as a transaction £78B450%) . Tdencey
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| - Hint t1", CTRE_LAST): P
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»] Replay Log @ Recoro x|
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fistan| [ @ | G ispb3idemo | 73148 LoadRunner software... | [Z8] HP virtual User Gener... il

Figure 16 Shows Generate Snapshot on Error option of the Run-time Settings for error handling

GDI resources

Citrix virtual users use graphics device interface (GDI) resources on the load generators. The GDI resources are
limited on each machine, and are determined by the operating system that is being used. GDI resources are
also tied to the individual session running on the system. The Microsoft Windows 2000 operating system has a
maximum of 16,384 GDI resources available. However, these resources are also used by other applications
running on the machine, so the numbers of users that can be executed are primarily determined by the available
GDI resource. It is recommended to limit the number of maximum users to 40 per Load Generator provided there
is enough memory and CPU available.

In order to increase the number of users on the load generator, you can open a remote desktop protocol (RDP)
connection and connect to the individual RDP sessions as Load Generator. This can be achieved by checking
“Enabling Terminal Services” in Load Generator Information from the HP LoadRunner Controller. Each RDP
session maintains its own GDI resources; if three RDP sessions are established on the Load Generator, each can
execute 40 users. Starting an RDP session on the Load Generator will consume memory and CPU on that
machine, thus limiting the number of users in other areas.
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Figure 16 Shows Generate Snapshot on Error option of the Run-time Settings for error handling

Debugging tips and tricks

Logging

Logging is an important tool for debugging the script or looking at the error message during scenario execution.
Llogging does, however, generate overhead on the Load Generator—especially during a load with many users.
The best practice for using the log setting for load testing of other application applies to Citrix as well. It is
recommended to create a separate group in the Controller for 1-5 users, and turn the logging on for those users
only. This avoids the overhead on the load generator as small subsets of the users are logging. Logging also
allows you to look at the Snapshot on Error screen in case of an error.

Show client during replay from Controller

During the scenario execution, virtual users can be played back in the Run-time Viewer to display user activity.
This functionality is very useful for debugging purposes and can be used to examine the user behavior.
Displaying the virtual user replay during scenario execution will impact the scalability of the test and affect the
load generator due to the overhead it generates, hence only one user per Load Generator should be replayed
back to observe the behavior.

To enable the virtual user replay during scenario execution, open the Vuser Details
dialog box, click More and type —Ir_citrix_vuser_view in the command line box. You
can provide the virtual user ID number to display specific users by adding <VUSER ID
#> at the end.
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Figure 18 Shows Command line option to pass arguments fo the virtual users from the Details option of the Vuser group
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Best practices for scenario execution of Citrix
Presentation Server 4.5 virtual users with HP
loadRunner 9.0 software

Load Generator considerations

Display settings

As noted above, it is necessary to be vigilant about the display settings on the load generators. The Load
Generator display setfting should match the display setting when the script was recorded, otherwise the script
will fail.

Location

Application delivery using Citrix is increasingly global in scope. One of the primary goals of a Citrix testing
project is fo assess the contribution to network bandwidth of typical Citrix user sessions. Therefore, it is not
unusual fo install load generators in multiple remote locations. This can present logistical challenges that
impinge on the technical readiness of a test. A single test can be “corrupted” by failure of a remote laptop that
has been deployed as a load generator but underwent a reboot or perhaps an inadvertent shutdown in the

middle of night.

Therefore, prior to each significant test, it is important to have a checkout run with a limited number of scripts
and/or users in order to re-validate the readiness of the remote agents. There should also be remote desktop
access in order to correct any issues that might be revealed.

Concurrency

The Citrix environment is remarkably resilient to network disruptions. Each connection is checked against existing
sessions that may have been orphaned by a prior disruption and the user is re-connected to that pre-existing
session. For load tests, this has two impacts:

* When a test fails, for whatever reason, it is not unusual to have perhaps many user sessions disconnected
without benefit of a graceful disconnect. Therefore, it is best to set the Citrix server setting that governs the
timeout for disconnected sessions to the minimum (one minute). If this is not possible, you may need to work
with the Citrix administrator to remove any dangling sessions.

* Secondly, for the same reason, it is necessary to have unique Citrix user data so that each simulated client is
detected as a distinct user. Otherwise, connection failures and a variety of unexpected disconnects may occur.

Ramp rates

It is important to establish the maximum rate at which Citrix users may be added. The Citrix server will have a
small number of “idle” workstations available for use by new connections. However, it is not unusual during a
test’s initialization to overwhelm the Citrix infrastructure with requests for new workstations—especially when a
high load is added to an unreasonable ramp rate.

Therefore, initial “shakedown” testing should be done in order to establish the maximum rate at which users can
be added without undue stress. If you are using the ramp period to establish the “performance under load”
graphs, be sure to permit connected users to begin the action iterations. Getting good connections and keeping
those connections intact under a heavy load can be a significant hurdle to overcome. Keeping the ramp rate in
a “safe” zone is a must.

This may take a significant foll on the time required fo run a fest. Simulating 1000 users may take hours to start up.
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Logging and viewable Citrix clients

Debugging

As with most testing, the appropriate use of logging is an important consideration, especially early in the
shakedown process. Frequently, the application may behave differently (extra pop-ups, validation failures, etc.)
and it can be a challenge to determine the points of failure—especially when the application data has not been
completely vetted. Enabling parameterization logging can at least help pinpoint the impact of data.

By turning up the logging during the shakedown runs, you can discern a number of issues. For instance, during
connection the display settings on the client are logged and can be the first sign that a load generator has been
misconfigured.

In general, Citrix logging is less verbose than other HP LoadRunner protocols, but should still be minimized to
avoid excessive overhead on the network, as well as the load generators themselves. It is recommended to
create a separate group in the Controller for 1-5 users and turn the logging on for those users only. This avoids
the overhead on the load generator as a small subset of the users is logging. Logging also allows you to look at
the Snapshot on Error screen in case an error is provided.

Viewing Citrix clients

When scripts tend to fail more frequently (or always) on specific load generators, it sometimes means not being
able to visually follow the execution of the test. The —Ir_citrix_vuser_view command line parameter can be added
to the Groups detail page in the Controller. This setting instructs the Agent to render the execution of the Citrix
client session on the desktop. By going to that desktop, you can see just what is happening on the screen. It is
best to restrict the number of running sessions to just a few Vusers since the desktop itself can become difficult to
manage.
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